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The kickstart executableis a light-weight programthat is distributed as part of the
GriPhyNVirtual DataSystem.It sitsin betweertheremotescheduleandthe executable,
gatheringadditionalinformation aboutthe executablerun-time behaior, including, but
notlimited to, theexit statusof jobsandinformationto easegrid detugging,in auniform
fashionwithout assistancérom the schedulingsystem.Kickstart providesthe necessary
informationrequiredoy provenancdrackingsystemdo accuratelyannotatelataproducts.
Theauthorsbelieve kickstartis of valuefor anyonerunningapplicationson the Grid. We
would lik e to make the communityawareof its existenceandbendits.
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The GriPhyN [1] Virtual Data System [2]
(VDS) providesa setof toolsfor expressinggexe-
cuting,andtrackingtheresultsof scientfic work-
flows. It shipswith asetof light-weightcompiled
C toolsandscriptsto be usedat theremoteendof
workflows. Eachtool enhanceslobus®[4] ca-
pabilities,with kickstartoffering the mostpotent
extensions.

When multiple jobs and dependeciemamong
themaretied into a workflow, knowledgeabout
the succes®r failure of finishingjobsis required
beforedependenjobscanbe started.Besideghe
exit code,signalsareimportantpart of determin-
ing succes®r failures. For instance someappli-
cationsuseassertionsgcausingan abnormalter-
minationwith SIGABRT whentheseareviolated.

In anervironmentof pre-WSGRAM services,
availablein all releasef the Globus® Toolkit,
informationaboutthesucces®r failureof remote
applicationexecutionsis not returnedto the sub-
mitting entity. On theotherhand WS-GRAM [5]
returnsthe remoteexit codeof the applicationor
which signalan applicationmay have died upon,
if theunderlyingschedulesupportgassingt.

The original objectie for kickstartwas to re-
liably provide the remoteapplicationfcomplete
exit status,the exit codeandary signals,in or-
derto drive aworkflow. It hassinceevolvedinto
an extensibletool for job monitoring, Grid exe-
cutiondeluggingandprovenanceracking. Kick-
startis ableto gatheradditionalinformationsuch
astheresourceusageof the applicationthat just
finished. Furtherfeatureswere addedover time,
collecting information aboutjob status,file stat
records,details aboutthe computeenvironment
etc, which arerequiredby a provenanceracking
systemsFeaturesmrediscussedn section3.
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Kickstart was designedto mesh well with
the Globus ervironment, both pre-WSand WS-
GRAM. Kickstart starts applications, not web
services.The design,originally focussedon ob-
taining the remoteexit status,is not intendedto
presentadditionalchallenges.To overcomefire-
wall issues kickstart takes over the stdio of the
grid job, andlets Globus deal with the firewall
setupto tunnelszdio backto the submithost.
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Figurel: Kickstart® positionin thegrid executionpipeline.

Figure 1 shows the architecturewhere kick-
start sits betweenthe schedulerandthe applica-
tion. The application®stdio are controlled by
command-lindlags,andattachedaccordinglyto
files or devices. However, if a userdoesnot in-
dicatea file, the application®stdour and stderr
arestill capturedin temporarylocal files to aide
grid delugging. A configurableamountof infor-
mationfrom thesefilesbecomegpartof theresult
recordkickstartproduces.

Kickstart currently passeghe grid job® stdin
transparentlyto the application. The Pegasug3]
plannerexploits this featureto passconfiguration
filesto remotegridftp helpers.However, in thefu-
ture of kickstarta job descriptionwill be carried
on the grid job® stdin, to easethe proliferation
of command-lineoptionsand prevent exceeding
resourcesik e theargumentdengthlimit.

The stdout of the grid job providesthe prove-

nancetrackingrecord(PTR) of the applicationﬁ) <status  raw="0">

execution and current execution ernvironment. ffte@tlu'af exitcode="0"/>
. . . </status>

The PTRis an XML instancedocument which

provides all data gathered,written as kickstart
finishes.

Kickstart usesthe grid job® stderr to report
abnormalstart-upconditions,andonceit is run-
ning, to provide abest-efort applicationfeedback
channel. A kickstartaware applicationwill find

ThecorrespondingKML schemads documentedt http://vds.isi.edu/docs/

in its ervironment a referenceto the feedback
channel, upon which the application can send
smalldatarecordsto the submithost.

While kickstart employs GRAM to transport
data, it is independenof Globus. Kickstart can
beutilized locally, in shellscriptsanddirectly on
thecommand-line.
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Kickstart primarily captureshe remoteappli-
cation®full exit status becauset reapsthe pro-
cessest started. The full exit statusis a 16 bit
integer on mary systems. The most significant
byteis theexit codethatanapplicationreturnsby
meansof theexit systemcall. Theleastsignif-
icantbyte containsthe signalan applicationmay
have diedupon,andif acorefile was generated.

Figure2: XML fragmentfor exit status.

Kickstartalsocapturesheresourceisageof an
applicationin termsof the systemtime anduser
time, minor and major pagefaults, swap opera-
tions and receved signals(not supportedby all

, seelatestOIVGchema.



systems)aswell asOS contet switches. Other
resourcaenformationlik eresidensetsizesandlO
operationsaarenot supportedy all operatingsys-
tems,andarethusexcludedfor now.

<usage utime="0.000" stime="0.004"
minflt="223" majflt="0" nswap="0"
nsignals="0" nvesw="21"  nivcsw="1"/>

Figure3: XML fragmentfor r-usagerecord.

Along with the resourceusagefor eachappli-
cation, kickstart capturesinformation aboutthe
startwall-time accordingto the host®clock, the
job duration wall-time, the host® primary in-
terface® P address,the userid, group-id, the
currentworking directory the ervironmentvari-
ablesaprocesseesanduname-stylénformation
aboutthe platformitself.

Kickstart will connectthe application®stdio
file descriptorsto userprovided files. If a user
doesnot care about the application®stdout or
stderr, Kickstartwill still capturetheseinto tem-
poraryfiles. A configurablechunkof both files
will beplacedin the PTR,permittinggrid dehug-
ging. For instancejf aremoteapplicationfails to
runproperly it oftensendsvarningso stderr. By
always capturingand returningboth, stdout and
stderr, kickstarteasegrid delugging,enablinga
useratthesubmithostto seewhatis goingwrong.
This featureis meantfor deluggingonly. If any
significantdatais producedon stdout or stderr,
theseshouldbetracked dataproductfiles.

The currentversionof kickstartis setupto re-
flectsomedatarecordsfrom the submitsideinto
the PTR, notablythe logical nameof the applica-
tion andthe site handle,an uniqueidentifier for
thesite.

When kickstart starts,it createsa namedpipe
(FIFO) in the local filesystem,and placesthe
nameof the FIFO in the ervironmentof ary job
thatit starts. Thus, by dereferencingn erviron-
mentvariable,a kickstartaware applicationcan
sendarbitrary textual datato the submitside by
writing to the FIFO. It evenworksin shellscript

jobs.

Many workflows use CondorG [9] to add a
layerof reliability andrestartabilityover theGrid.
However, Condorplacesa stringentlimit of 4000
charactern the length of the aguments,much
lower thanthe customary64k and 128k offered
by mostsystems. To overcomethis limit, kick-
startcanreadits agumentdrom afile. Thisfile
canbe easilyshippedfrom the submithostusing
appropriateCondordirectives.

Kickstart obtainsa stat recordfor filessuch
asthe applicationexecutablethatis to be started,
kickstartitself, all stdio filesandthe FIFO. With
help of the statinformation, applicationfailures
dueto insufficient rights or stagingfailures, re-
sulting in zero-sizedfiles, can be detectedpost-
mortem, even if the remote job directory no
longerexists.

<statcall error="0">

<file  name="/bin/date">...</file>
<statinfo mode="0100755" size="47684"
inode="3744796" nlink="1" blksize="4096"

mtime="2005-07-25T08:39:46-07:00"

atime="2006-09-11T15:20:01-07:00"

ctime="2006-03-30T04:27:51-08:00"

uid="0"  user="root" gid="0"
</statcall>

group="root"/>

Figure4: XML fragmentfor statcall.

The information record above shows that the
statcall worked fine (The Oerror@ttribute is 0).
The operandwas the executable/bin/date
shovn abbreviatedly The result record of the
stat call includesthe file accessnodein octal
representationheﬁle@)size,its inodenumberon
thefilesystemthelink countfor thefile, thenum-
berof disk blocksit occupiesandtheﬁleéowner
andgroup,bothnumericallyandsymbolically

Furthermore,kickstart permits one to obtain
stat recordsof arbitraryfiles, eitherbeforethe
applicationis started or afterthe applicationfin-
ished. Thus,it canbe determinedif aninput file
failed to stage,haszerolength,or if outputwas
improperlyproduced.

Kickstartis capableof runningmorethanjusta



singleapplication.It hasanotionof asetup- pre-,
main-,post-andcleanugob. If asetupjob exists,
it is alwaysrun beforearything else. Its exit sta-
tus doesnot matter The pre-, main-andpostjob
arelogically chained.The chainis broken,if any
of the jobsin the chainfails, asexpressedy the
job®full exit status. The cleanupjob is always
run after all otherjobs, andindependentf ary
previousexit status.

To simplify job specfications, kickstart sup-
ports variable rewriting using ervironmentvari-
ables. ${appdir}/bin/myapp can be used
asa valid notationfor an applicationbe.g. in a
transformationcatalogentry B provided the en-
vironmentsuppliesthe properappdir  setting,
which could be adjustedrom a site catalogor by
thesiteitself.

While it is consideredaferto alwaysuseafull
absolutepathto startanapplication,for the shell
usersamongus, kickstart will searchthe PATH
whenit startsan applicationwith a relative path
nameto the executable.

Kickstart hasbeenusedfor thelastfour years,
having reachedjoodmaturityandstability in mil-
lions of executionsin diverseexecutionerviron-
ments.
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Provenanceefersto the derivation historyof a
dataproduct fromits origination,upto its current
state. Kickstart capturesthe information about
how adataproductwas createdandtheresources
andtheexecutionervironmentusedto producet.

Someapplicationsaccesdileswhich aremen-
tioned neitherin configurationnor invocationof
the application. For this reason kickstart makes
noassumptionaboutdataproducts.By designit
hasnoknowledgeaboutthem. Theassocatiofe-
tweendataproductsandkickstartprovidedmeta-
datais up to the provenancesystem. Kickstart
providesnecessaryaccurateand essentialalbeit
not sufficient, informationthatis generallyasso-

ciatedwith dataproductprovenance.

Kickstar@ information is obtainedin very
closetemporalandspatialproximity to the appli-
cationbeingexecuted.Thus,its approachs supe-
rior to gatheringthe samenecessaryprovenance
information from other sourcesof less proxim-
ity. Externalservicesand even on-site catalogs
alwayshave a chanceof beingout of date,mis-
configured,unavailable,or simplywrong. Not all
serviceshave the sameaccesgo all theinforma-
tion that kickstartis ableto gatherasconcurrent
parentof processeg starts.

Most of the dataprovided by kickstartcanbe
usedto annotatedataproductspr associatedvith
aworkflow andstoredin the provenancdracking
catalog(PTC) of the VDS. The history datain
PTC, combinedwith recipes(workflow and ap-
plication definitions) and metadataannotations,
enablepowerful query capabilitiesthat help dis-
cover, understandyalidateand reusedataprod-
uctsandtheir associatingapplicationsandwork-
flows[6].

Queryingthe PTCitself alsorevealsintriguing
factsaboutongoingresearch.We presentsome
examplesin the next section.
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[ CPUyears | Jobs|[ Month |

0.45| 1402 | 2004-06
19.88 | 13267 | 2004-07
33.88 | 20678 | 2004-08
40.06 | 20229 | 2004-09
15.21| 30833 | 2004-10
14.95| 34591 | 2004-11

Tablel: U.S.ATLAS late2004jobs.

During the second half of 2004, US AT-
LAS [8] productionwas capturedn aPTCkeptat
BNL. Grid submissiorpointsat variouslocations
acrosgthe countrycontributed provenancerack-
ing records(PTRs)in a distributed manner Ta-
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(b) Histogramof job durations.

Figure5: SCECProvenancelraces.

ble 1 shavs the CPU-year$, successfutesearch
domainjobs and month. Jobswere run on over

1376distinctmachinesn the Grid, with thetrue

numberhigherdueto the factthatmary sitesuse
virtual private network addressesfathe primary

interface of a worker node. While all architec-
tureswerei686 Linux systemsjobswererun on

37 different flavors thereof. In the time frame

shawvn, over 300,000kickstartrecordswerecap-

tured.

[ week | start of week | CPUdays |
22 | 2006-06-03L1:56 7.69
23 | 2006-06-0500:02 70.10
24 | 2006-06-1209:37 234.38
25 | 2006-06-1900:00 374.24
26 | 2006-06-2600:44 310.23
27 | 2006-07-0400:16 275.77
28 | 2006-07-1000:00 163.70
29 | 2006-07-170:05 206.89
30 | 2006-07-2411:26 241.35

Table2: CPU consumptionduring GALE and
NIST evaluations.

ISI participatedin the GALE and NIST [7]
evaluations of its natural languageprocessing
(NLP) systemin 2006. Applicationsof the ISI

NLP decodingworkflows were run on the Grid
andkickstared. Table2 showvs the dataextracted
from the PTC in preparatiorfor, and during the
evaluations. The dataindicatesthat closeto one
CPU year was usedevery week. Similarly, in
JuneandJuly, about2.5 CPU-yearsvereusedre-
spectvely.

The Southern California Earthquak Center
(SCEC)ranworkflows as partof the CyberShak
Project[10] from Sept2005until Aug 2006.The
CyberShak project is an analysisdesignedto
computeprobabilistic seismichazardcurves for
regionsin the SoutherrCaliforniaarea.Hundreds
of hazardcurvesarerequiredto computethefinal
hazardmapfor the Los Angelesregion.

Workflows using the Pegasusplannerran for
eleven regionsBwith two regionsrepeatedto-
talling over 500,000jobs. Of these, approx-
imately 250,000jobs were application domain
jobs. The remaining250,000jobs were in the
workflow managementdomain, including data
transferandreplicaregistrationjobs. CyberShak
usedabout2.5 CPU-yearon two TeraGridclus-
tersat NCSA and Sandigo, aswell asthe HPC
Clusterat USC. Figure5(a) showvs the numberof
jobs and their durationover the weeksbetween
2005and2006. Figure 5(b) shavs the histogram

2Using31,557,60G = 365.25daysbthe averagelengthof ayearin the Juliancalendar



of the applicationdomain®main job® duration.
Due to variationsin the amountof data,a job®
duration rangesbetweenone minute and three
days.

The provenancerecordprovided by kickstart
enabledSCECto estimatefuture computational
requirements. The recordsalso revealed how
muchtime the codespenton differentmachines,
thenumberof pagefaultsandotherusefulinstru-
mentation. Equippedwith this knowledge, the
SCECscientistswere ableto reducethe compu-
tational requirementshreeto four times. Kick-
starthelpedprovide informationaboutnumberof
job failures(38,235jobs) andtheir duration(2.5
hourstotal) due to various datatransferissues.
It alsohelpeddehuggingthesetransferissuesby
capturingremoteerrorinformationandreturning
it to the submithostfor post-mortenanalysis.

Theexamplesabove focusonthejob durations,
though the team of kickstart and PTC provide
morethanthat. For instancethey canwell sup-
port queriesand statisticssuch as jobs that ran
on specific sites,specfic hosts,with specfic OS
types,the effect of differentparametewvaluesto
theruntimes,abnormajobsthatranalot longer
thantheaverageruntime,andsoon. Any general
provenancetracking schemerequiresknowledge
aboutthewhat,when,where,andhow dataprod-
uctswerederived. The information provided by
kickstart and storedin the PTC, enableprove-
nancesystemdo gathertheseessentiahttributes
aboutdataproducts.
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Kickstari® developmenis requirementriven.
It is designedor applicationsnot web services.
While mary may considerthis a short-coming,
the majority of researchalgorithmsare foundin
applications.

If applicationsvantto usecheck-pointingand
are compiledfor the Condorstandard universe,
Condorprohibitscertainsystemcallsthatarere-

quired for proper functioning of kickstart To
solve this problem, kickstart needsto be inte-
gratedinto a variant of the Condorcondor_ -
startd

When gatheringthe resourceusageof termi-
nated applications,Linux and Mac OS do not
provide valuesfor all datafields. Many fields
of interestare always zero. For this reasonthe
resourceusagerecordin the PTR is more lim-
ited thandesirable A solutionfor Linux requires
changesat the kernellevel. It is concevableto
obtaina subsebf the missingdatafrom monitor
ing of theunderlyingsystem.

Marny remote cluster sites are optimized for
MPI support.Someexperimentshave shovn that
kickstartcanbe usedin MPI ervironmentto ob-
tain applicationstatuswithout specialcompila-
tion. However, it requiresminor fixes to alleviate
write-afterwrite conflicts whenmultiple parallel
instanceswvrite their PTRinto the saméefile.

Kickstart streamsdata from the application
feedbaclkchannel. Theseinformationchunkscan
be returnedduring the lifetime of a job. While
Glohus pre-WS GRAM, by default, streamsthe
applicationfeedbaclkchannedataon abest-efort
basis,it canonly streamwhat the schedulerand
file systemmale available. Due to performance
andresourcdassues WS-GRAM prefersto stage
stderr. Thus, the applicationfeedbackchannel
featureasprovidedby kickstartis notvery useful
for immediatedatalike heartbeatshbecausedata
is returnedto the submithostonly after the job
finished.

While it is useful to obtain and return core
dumps,doingso presentsomechallengesFirst,
systemsgeneratecore dumpswith differentfile
namingstratgies. Similarly, differencedetween
thesubmithostandtheremoteexecutionenviron-
ment,e.g. versionof libc andotherlibraries,fur-
therlimit the usefulnes®of inspectinga corefile
on the submithost. Remoteresourcdimits may
truncatethe corefile. Finally, files of the poten-
tial sizeof coredumpsshouldnotbestreamedia
the GASStransportwhich kickstartemplays for



its own comparatrely shortmessages.
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Kickstart in the current version is a well-
maturedandstableapplicationthathasproven its
meritin millions of invocations.

At somepoint, it is concevable that kickstart
will startapplicationdn aninstrumentedashion,
accumulatindknowledgeaboutary open system
call anapplicationissues.Thus,kickstartwill be
ableto automaticallyprovide information about
ary file utilized by anapplication.

Usershavefrequentlyrequestedo augmenthe
stat informationrecordin the PTRwith anop-
tional MD5 sumof thefile@content.A prototype
existsin v2.

For someyearsnow, a prototypeof aversion2
hasbeenusedto experimentwith a configuration
driven insteadof commandlinedriven application
start. The configurationdriven approachwill al-
leviate a lot of the messinessoncerningguoting
andshellvariableexpansion.

Sincekickstartis active concurrentlywith the
job it started,it is possibleto extendit furtherto
include systemresourcemonitoring, heartbeats,
andevenan API to remotelycheck,suspendand
resumeapplications. A prototypicalheartbeats
partof v2.

To implementthe job control API above, kick-
startneedso Ophonéomey contactinga ser
vice, providing a bi-directional communication
link. Theservicecanbehostednthesubmithost
or on a dedicatedmachine. Over this link, data
chunksfrom kickstartawareapplicationscanbe
multiplexed with other data, including multiple
channelsper applicationfor different purposes.
To overcomefirewall issuesijt will be necessary
to run a proxy applicationfor the phone-home
protocolonthegateleeperhost.
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